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Incidents/Articles of Note:

Global Cyber-Attack Volume Surges 38% in 2022
Cyberattacks Against Governments Jumped 95% in Last Half of 2022
Was Your Child's New Christmas Toy a Potential Network Vulnerability?
Many of 13 New Mac Malware Families Discovered in 2022 Linked to China
Russian hackers targeted U.S. nuclear scientists
Cybercriminals Start Using ChatGPT
Meta fined 390M euros in latest European privacy crackdown﻿
Over 60,000 Exchange servers vulnerable to attacks
Chick-fil-A acknowledges customer account abuse but denies compromise of
internal systems
Hackers went after personally identifiable information the most, study says
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Article | Cyber Security Hub

The most dangerous cyber 
security threats of 2023
In this round up, we reveal which threat 
vectors cyber security experts believe 
will rise to prominence in 2023, and they 
offer their advice on how best to combat 
them.
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Resource | EMSISoft

The State of Ransomware in 
the US
In 2021, following a series of high- 
profile incidents, the United States 
government appeared to have had
enough, and decided to take 
ransomware seriously. Meetings were
held, committees formed, and a general 
sense of urgency took shape around the 
threat. In 2022, we got to see how that 
would all play out – and, unfortunately, it 
was a case of same old, same old. The 
number of government, education and 
healthcare sector organizations 
impacted by ransomware this year was 
very similar to the number impacted in 
previous years.
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Not a VFC Shield Member?

Join Today

  

   

Virginia Shield Coalition

"Awareness Through Information Sharing"

 

  

   

  
   

   
  

The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have 
been selected to provide you with event information to highlight available resources designed to improve 

public safety and reduce the probability of becoming a victim of a crime.
------------

Useful Links

webversion VFC Fusion Site

VFC Shield Report SAR Shield Homepage

Virginia Fusion Center
7700 Midlothian Turnpike 
N. Chesterfield, VA 23235

Email Coordinator All Products

------

https://fusion.vsp.virginia.gov/shield-signup
https://fusion.vsp.virginia.gov/shield
https://www.hanoversheriff.com/362/HCSO-SHIELD-Program
https://fusion.vsp.virginia.gov/vfcshield/cyberaware-january-2022-1-of-2/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield
mailto:dante.robinson@vsp.virginia.gov
https://fusion.vsp.virginia.gov/shield-products

